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Florida Case Law Update 22-01
Case:
State v. Darter, 2022 WL 16626059
Date:
November 12, 2022
Subject:
Warrantless Seizure of Cell Phone 
FACTS:  An ICAC detective received a Cyber Tip indicating that a person named Jeff Darter uploaded 1 image of child pornography in the KIK application.  The Cyber Tip also included an associated email address and IP address. Subpoena results for the IP address revealed that Jeff Darter was the subscriber, however, detective was unable to get a search warrant for Darter’s residence.  The detective went to Darter’s workplace to interview him. Post-Miranda, Darter was evasive and attempted to minimize his involvement.  He initially denied having KIK, later admitted to the possibility of having had a KIK account, then admitted to possibly using KIK. Darter admitted to seeing child pornography, but gave inconsistent statements about how and when.  When confronted about the specific image from the Cyber Tip, Darter admitted to possibly seeing it.  The detective asked Darter for consent to search his cell phone and he said no.  The detective then obtained consent from Darter’s supervisor to search his work computer.  Darter was uncooperative and his supervisor had to order him to get up.  Darter then went into the breakroom while the detective and her partner looked at the work computer.  The detective noticed that in less than 10 minutes Darter’s demeanor quickly changed; he was shaking, he was frantically swiping and pushing on his cell phone screen, and acting extremely nervous.  The detective did not know exactly what Darter was doing with his phone, but she suspected he was deleting evidence.  The detective asked Darter to hand over his phone and he said “no,” the detective then forcefully took the phone.  The detective obtained a search warrant for the cell phone a few days later.  The search revealed 174 files of child pornography, which Darter was charged with.  Darter filed a motion to suppress arguing that the detective unlawfully seized the cell phone from his grasp without probable cause that the phone contained child pornography and that the detective created the exigent circumstances. The trial court granted the motion to suppress based finding there was no probable cause to believe there was child pornography on the phone, and focused on the fact that the detective could not say with certainty what Darter was doing, or if he was deleting.
RULING:  The Fourth District Court of Appeal reversed the trial court’s order suppressing the seizure of the cell phone, finding that the detective had probable cause to seize the phone without a warrant and that exigent circumstances existed.
DISCUSSION:  A warrantless seizure is authorized when the police can show both (1) probable cause to believe that property contains contraband or evidence of a crime and (2) an applicable warrant exception, such as exigent circumstances. US v. Babcock, 924 F.3d 1180 (11th Cir. 2019).   The appellate court relied on Texas v. Brown, “[P]robable cause is a flexible, common-sense standard. It merely requires that the facts available to the officer would warrant a person of reasonable caution that certain items may be… useful as evidence of a crime; it does not demand any showing that such a belief be correct or more likely true than false.  A practical, nontechnical probability that incriminating evidence is involved is all that is required.” 103 S. Ct. 1535 (1983).  Applying that standard, the court found that the combination of facts available to the detective before, during, and after the interview amounted to probable cause. Rather than focusing on the probability of the detective’s belief that Darter was frantically deleting evidence, the trial court focused on the detective’s inability to prove the certainty of her belief.  The trial court’s focus on certainty rather than probability ran counter to the Supreme Court’s process for determining probable cause, especially given the detective’s specialized training and experience in cyberpornography crimes against children.  “The process does not deal with hard certainties, but with probabilities… as understood by those versed in the field of law enforcement.” In determining that exigent circumstances existed, the court applied the objective test for the imminent destruction of evidence “whether the facts, as they appeared at the moment, would lead a reasonable, experienced officer to believe that evidence might be destroyed before a warrant could be secured.”  Gilbert v. State, 789 So. 2d 426 (Fla. 4th DCA 2001). The court noted that the exigent circumstances exception is “particularly compelling” in cases involving electronic files, which can easily and quickly be destroyed. Babcock at 1194.  Applying those standards, the court found that the facts would have led a reasonable, experienced agent to believe that Darter might be destroying incriminating evidence on his phone before a search warrant could be secured.  Specifically, Darter had been 1) confronted with the evidence against him, 2) warned that he was “on their radar,” and 3) ordered from his desk while the detective’s searched the work computer where he was observed shaking, frantically swiping and pressing on his cell phone screen, what the detective believed to be deleting.
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Officers should consult with their agency legal advisors to confirm the interpretation provided in this Update and to determine to what extent the case discussed will affect their activities.


