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PURPOSE
The Agency shall adhere at a minimum to the CJIS Security Policy, the Agency may augment or increase the standards, but will not detract from the CJIS Security Policy Standards. 

The Department will post the CJIS Security Policy online and will notify and disseminate updates and changes when needed.
PERSONALLY IDENTIFIABLE INFORMATION (PII)
PII is information which can be used to distinguish or trace an individual’s identity such, but not limited to, name, social security number, or biometric records, alone or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, or mother’s maiden name.
Edit this section to explain how your agency stores PII. PII will not be extracted from criminal justice information (CJI). In circumstances where it may need to be extracted, personnel must have written consent from Director. All electronic files that contain PII will only be available to agency personnel whom have the proper level of security awareness training. PII will not be sent through any form of insecure electronic communication as significant security risks emerge when PII is transferred from a secure location to a less secure location or is disposed of improperly. All physical files that contain PII will reside within a locked file cabinet or room when not being actively viewed or modified. PII is not to be downloaded to workstations or mobile devices (such as laptops, personal digital assistants, mobile phones, tablets or removable media) or to systems outside the protection of the Agency. When disposing of PII the physical or electronic file should be shredded or securely deleted. All disposal of PII will be done by authorized Agency personnel. PII shall not be stored or transmitted via personally owned devices. PII may not be taken home by any Agency member. PII must not be disseminated to other agencies.
INFORMATION EXCHANGE
Before disseminating criminal justice information (CJI) the agency will contact FDLE Criminal History Services at (850) 410-8161 for written authorization to release the information to the requesting agency. The Agency will verify the receiver of the information by having a list of current authorized individuals/agencies allowed access to certain information and validate that the receiver is on the list. The Agency will put forth formal agreements with other agencies, when information is exchanged on a regular basis, prior to exchanging criminal justice information as well as use of secondary dissemination.  

All CJI released to other agencies shall be documented in the dissemination log including: date, subject’s name, SID or FBI number, requestor, requestor agency, reason disseminated, and purpose code.
INFORMATION HANDLING
Information obtained from the Florida Department of Law Enforcement Secure Mail application, must only be used for statute mandated purposes only. Personnel must follow all CJIS Security Policy, state and federal rules and regulations, and User Agreement regarding CJI information. The Agency will not store CJI information outside the state of Florida.
All personnel with access to CJI, audio as well as visual, shall receive the proper training within 30 days of hire. CJI or PII will not be transmitted via email unless encrypted. All information outlined in the information exchange and disposal of physical media shall be followed. 
The Agency utilizes (name of application) located on servers for storage of criminal justice information. The servers are kept in a physically secured building inaccessible to non-authorized individuals. The doors have (key card/keyed) locks that are only accessible by Agency employees. The servers are encrypted with (name of application), which is FIPS 140-2 certified encryption. 
Physical information, such as reports and criminal histories that contain criminal justice information are stored in the (filing room that is only accessible to Agency personnel. The documents are stored in a locked filing cabinet and are only removed when needed for operational purposes. When removed, the information is kept by an authorized individual and then returned. The removal is documented in a log).

All computers within the facility are positioned in such a way to prevent unintentional viewing or shoulder surfing.

INCIDENT RESPONSE
Should an incident occur involving any device (workstations, smart phones, laptops, tablets, etc.) that is on the Agency’s Name network, the LASO shall be contacted immediately. If it is deemed by the LASO to be a security breach of confidential information, a Security Incident Response Form will be filled out and submitted to FDLE ISO at fdlecjisiso@flcjn.net. 
All users are responsible for reporting known or suspected information or information technology security incidents. All incidents must be reported immediately to the Agency LASO. The LASO will inform a member of IT and document the incident. 

If a suspected incident occurs on a user’s laptop, the user shall not turn off the device. The user will leave the device on and report the incident. A member of IT will look over the device and determine if the incident is contained to the one device or if it is within the Agency system. 

The agency will employ (Input what Antivirus the agency is using) on all desktop and laptop devices and will ensure that the antivirus software is up-to-date.

Incident response will be managed based on the level of severity of the incident. The level is a measure of its impact or threat on the operation or integrity of the Agency and its’ information. High Level (potential to impact the network or criminal justice information), Medium Level (potential to impact one system or non-critical system), and Low Level (has little or no risk of infecting a criminal justice system).

The Agency’s name will identify the security breach by conducting the following:

1. Confirm the discovery of a compromised resource(s).

2. Evaluate the security incident.

3. Evaluate the security incident.

4. Identify the system(s) of information affected.

5. Review all preliminary details

6. Characterize the impact on the agency as: minimal, serious, or critical.
7. Determine where and how the breach occurred.
a. Identify the source of compromise and the time frame involved.  Review the network to identify all compromised or affected systems.

8. Examine appropriate system and audit logs for further irregularities

a. Document all internet protocol (IP) addresses, operating systems, domain system names and other pertinent system information.

9. Initiate measures to contain and control the incident to prevent further unauthorized access.

10. Document actions throughout the process from initial detection to final resolution.
If the incident is in physical form (copy of CJI in paper format), the individual must notify the expected breach to the agency’s LASO immediately and provide specific details regarding the loss of the CJI (where it occurred, who was involved, the possible liability anticipated by the loss of information).

ACCOUNT MANAGEMENT
The management of CJI system/file accounts shall be conducted by Information Technology personnel at the direction of the LASO in accordance with all policies and CJIS Security Policy requirements. New employee personnel will gain access to all systems/files upon start date, but will lose access to CJI systems if training courses are not completed or passed within 30 days. All user accounts of retired, terminated or otherwise former and non-working employees shall be disabled and revoked immediately or as soon as practicable. User accounts suspected of compromise shall be immediately disabled upon first discovery of compromise. Logs of access privilege changes shall be maintained for a minimum of one year and the validation process documented.
The Agency LASO is the point of contact for all accounts. The LASO shall manage information system accounts to include establishing, activating, modifying, reviewing, disabling, and removing user accounts on all Criminal Justice Information Systems. 

Account Creation:

1. Upon completion of appropriate state and national fingerprint-based records check, the Agency will notify the LASO and provide the following information regarding the user:

A. Applicant full name

B. Applicant date of birth

C. Applicant social security number

D. Applicant start date

E. Applicant assigned MDT (laptop)

F. Applicant system(s) access

G. Applicant system(s) permissions

2. The LASO will create and establish a Windows Domain account for the applicant. Each account is uniquely identified by a user name derived from the user’s last name followed by the first three letters of the applicants’ first name. All accounts are created to ensure a unique username for every individual. 

3. The Domain account will be assigned a temporary password and will be set up to require the user to create a new password upon activating the first session. The password for the account must adhere to the Agency password requirements outlined in the Authentication Strategy Policy. 

4. The LASO will establish an account for the input agency system for the user utilizing the same username requirements. 

5. The LASO will identify the level of authority for the user for each application.

A. Admin
B. User
C. Records

D. Human Resources
6. The LASO will provide the initial credentials and temporary password to the users’ supervisor.

7. Upon completion of paperwork, the user will be issued Agency equipment delegated to the users’ position within the Agency. Equipment includes, but is not limited to, Agency laptop, MiFi device for wireless access, keys, identification badge and authentication token (grid card) and will sign a receipt all items. Subsequent equipment changes, deletions, enhancements will be documented via Agency equipment receipt form and approved through Agency chain of command.

8. The LASO will meet with the new user upon starting to ensure proper access to each information system is granted.

Account Modification:
In the event of promotion, demotion, suspension, leave or voluntary or involuntary termination, the supervisor will immediately notify the LASO of the change of status to ensure appropriate access changes are made to systems and applications.

1. Promotion/Demotion- Supervisor will notify LASO of the change of status and change of authority level. 

· The LASO will update all systems and applications as necessary to evolve with the current status of employment and will document these changes in the active directory.

2. Suspension/Leave- Supervisor will notify LASO of the temporary change to the users’ account. 

· The LASO will temporarily deactivate the account on each system and application.

· The Supervisor will collect all agency equipment from the user and document the transaction.

· Upon reinstatement, the supervisor will notify the LASO and return all agency equipment to the user.

· The LASO will reactivate the user accounts on all systems and applications.

· The user will verify that the accounts are active and sign an equipment receipt.

Account Termination:
· Upon termination from the Agency, whether voluntary or involuntary, the supervisor will inform the LASO of the employment change.

· The LASO will disable all accounts on all information systems and applications.

· The LASO will place the user in the Disabled User Organizational Unit within Active Directory, remove all access of controls from the user, disable Agency e-mail account, and remove remote access ability and all permissions.

· The supervisor will collect all Agency equipment and have the user sign the equipment receipt.

Account Validation:
· The LASO will validate Agency User Accounts and Access Privilege Levels annually.

· The LASO will document the date and time of the validation on the Agency Validation Form.

· The LASO will verify that all active accounts are current and up-to-date.

· Any changes made by the LASO involving an account will be documented.

SYSTEM ACCESS CONTROL
The purpose of this policy is to define standards and procedures for multiple concurrent sessions within the Agency information system(s). Access to all CJI systems will be granted by the agency’s LASO. Once access is granted, the Information Technology (IT) Department will control access. Multiple concurrent sessions are only allowed for training purposes. All other purposes must be approved by the LASO. Access to Agency information system(s) are based on a user’s right to know, authority, and user group.
or

The Agency does not allow multiple concurrent session.

REMOTE ACCESS
The agency does not utilize remote access. 

or

The Agency utilizes remote access to communicate with information systems through an external, non-agency-controlled network. The purpose of this policy is to outline acceptable methods of remote access and the security in place to keep the information system(s) secure.

Remote access shall only be used for official use only. This includes those on duty patrol officers remoting in to agency’s network using a VPN tunnel. IT personnel may remote access into the agency’s network only for emergency purposes. Vendor companies may be granted access to the agency’s network only if they are virtually escorted by authorized personnel at all times.

All personnel needing remote access privileges will contact their immediate supervisor to submit a request to the agency’s LASO/ IT Department and request privileges.  The agency’s LASO/ IT Department will provide the necessary access and/or equipment for allowing remote access. Once privileges are provided to the appropriate personnel they will first login/initiate the remote access session. Their user name will be validated and granted access into the network.

It is the responsibility of Agency employees, contractors and vendors with remote access privileges to the Agency network to ensure that the connection is secure. All remote access to the Agency information systems must be done through the Agency’s VPN tunnel. The tunnel will be verified as FIPS 140-2 certified. Those personnel accessing the VPN must use advanced authentication as a secondary form of authentication in order to access the network. All access for contractors and vendors performing IT work will be done utilizing encrypted remote access. The Agency authorizes PRODUCT Remote Access for this, which is FIPS 140-2 certified. IT will monitor and control all remote access to the Agency systems. For Virtual escorting, the Agency allows this for compelling operational needs. In these cases, IT will monitor the session, be familiar with the system where work is being performed as well as have the ability to end the session at any time. IT must verify the person gaining access prior to allowing the session. This will be done through advanced authentication (PIN).
PERSONALLY OWNED INFORMATION SYSTEMS
Personally owned devices include cell phones, tablets or any other device that is owned and maintained by the user, not the Agency.

Personally owned devices are not allowed to access the agency’s network. Therefore, a device that is not owned by Agency’s Name, shall not access, process, transmit and/or store CJI.  Under no circumstance are users allowed to connect their personal device to the Agency network or any Agency owned devices, applications or systems.

or

The Agency allows personally owned devices. The following terms and conditions apply for all personally owned devices that are used to access, process, store or transmit CJI:
1. All access via Wi-Fi must be 802.11, WPA2 and meet the requirements for FIPS 140-2 encryption. The agency implements all of the appropriate security controls for the agency managed wireless access points with access to the network that processes unencrypted CJI.
2. The Name of Mobile Device Management solution is employed on all personally owned devices. Devices that have any unauthorized changes made to them shall not be used to process, store, or transmit CJI. The following controls are applied via name of device:

a. Ensure that CJI is only transferred between CJI authorized applications and storage areas of the device. 

b. MDM solution name will be configured and implemented to perform at least: 

i. Remote locking of device 

ii. Remote wiping of device 

iii. Setting and locking device configuration 

iv. Detection of “rooted” and “jailbroken” devices 

v. Enforcement of folder or disk level encryption 

vi. Application of mandatory policy settings on the device 

vii. Detection of unauthorized configurations 

viii. Detection of unauthorized software or applications 

ix. Ability to determine the location of agency controlled devices 

x. Prevention of unpatched devices from accessing CJI or CJI systems 

xi. Automatic device wiping after a specified number of failed access attempts 

3. For wireless devices that access CJI the following will be applied:

a. Apply available critical patches and upgrades to the operating system as soon as they become available for the device and after necessary testing. 

b. Configuration for local device authentication. 

c. Use advanced authentication or CSO approved compensating controls. 

d. Encrypt hard drives on the device. 

e. Erase cached information, to include authenticators in applications, when session is terminated. 

f. Employ personal firewalls or run a Mobile Device Management (MDM) system that facilitates the ability to provide firewall services from the agency level. 

g.  Employ malicious code protection or run a MDM system that facilitates the ability to provide anti-malware services from the agency level. 

4. Employ the following on all mobile devices (i.e. laptops)

a. Patches and updates

b. Malicious code protection

c. Personal Firewall that performs the following activities:

i. Manage program access to the internet.

ii. Block unsolicited requests to connect to the user device.

iii. Filter incoming traffic by IP address or protocol.

iv. Filter incoming traffic by destination ports.

v. Maintain an IP traffic log.

d. Implement local device authentication used to unlock the device for use.

e. Employ two factor advanced authentication

AUTHENTICATION STRATEGY
This Password Policy applies to all information systems and applications that contain or access criminal justice information or services. This includes, but is not limited to:

· Mainframes, servers and other devices that provide centralized computing capabilities

· SAN, NAS and other devices that provide centralized storage capabilities.

· Agency issued desktops, laptops, or any other device that provides distributed computing capabilities.

· Routers, switches and other devices that provide network capabilities.

· Firewalls and other devices that provide dedicated security capabilities.

· Windows Domain Accounts, Agency e-mail accounts, SmartCop application accounts as well as any other criminal justice information system or service.

The Agency LASO will ensure each account is set up with a temporary password. When the user initiates a first time log-on, the temporary password will be entered and the user will be prompted to create a new password.

The Agency dictates that each password and User-ID be unique and not be shared with any other individual. Users are forbidden to share their unique password or write it down. All passwords must be memorized. 

Each user who is authorized to access, store, process, administer and maintain the criminal justice systems and applications, and/or transmit criminal justice information must be uniquely identified. The purpose of this policy is to define standards and procedures for the administration of user and system passwords. 

To gain access to the agency’s network, on duty patrol officers must establish two factor authentication, biometrics and user name and password. 

If personnel are on the agency’s network, a user name and password is required. All passwords should:

1. Be a minimum length of eight (8) characters on all systems.

2. Not be a dictionary word or proper name.

3. Not be the same as the User name.

4. Expire within a maximum of 90 calendar days.

5. Not be identical to the previous ten (10) passwords.

6. Not be transmitted in the clear outside the secure location.

7. Not be displayed when entered.
User name will always be structured as such lastname-firstnameinitialmiddlenameinital (i.e. jones-pj). 
AUTHENTICATOR MANAGEMENT
Authenticators will be assigned to personnel during training or upon reassignment. Any lost, compromised, or damaged authenticators should be reported to the IT department immediately. Authenticators shall be deactivated immediately if personnel is terminated, retired, or has been reassigned.

Each user that accesses criminal justice information must be uniquely identified prior to being given access to the system and information. The Agency uses standard authenticators (passwords) as well as advanced authenticators (grid card/ proximity card/ biometrics/ PIN/ PKI certificates) for accessing criminal justice information in a secure manner.

A temporary standard authenticator is given to the user via the LASO during the first active session the user has. The user then creates a new password outlined in the authentication strategy policy.

Advanced authenticators are given to users prior to gaining access to criminal justice information outside of the physically secure location. The Agency utilizes (grid card/ proximity card/ biometrics/ PIN/ PKI certificates) for Advanced Authentication. The LASO will set up individual user access to retrieve the (grid card/ proximity card/ biometrics/ PIN/ PKI certificates). 

(grid card/ proximity card/ biometrics/ PIN/ PKI certificates) Care:

· The user must maintain possession of their grid card at all times

· The grid card must be stored in a secured area, out of sight from others

· The user shall not share their grid card or loan the card to other users

· If the user loses their grid card, the user must immediately report the loss to the LASO

· If the user believes their grid card has been compromised, the user must report the issue to the LASO

· The user must renew their grid card at a minimum of once per year
MEDIA PROTECTION
Media in all forms (electronic and physical) shall be protected at all times. Media is restricted to authorized individuals. Only those users of the Agency who have appropriate security awareness training will be allowed to handle criminal justice information in any form.

Electronic media (i.e. hard drives, disks, flash drives, servers, etc.) shall be behind locked doors at all times with access granted only to authorized personnel only. Any computer that accesses criminal justice information within the facility will have a screen cover to ensure that information is not viewable by any unauthorized individual. CJI shall be destroyed when not in use by procedures notated in the disposal of electronic media sanitization and disposal policy. 

Physical media (i.e. physical documents) shall only be stored for dictate reason for storage. The Agency will ensure that only authorized individuals will be granted access to media containing criminal justice information. The media will be stored within the physically secure location or controlled area and kept behind locked doors and locked cabinets. When no longer needed, the electronic media will be disposed of by authorized agency personnel. Hard copies will be shredded by authorized personnel by using a cross cut shredder 

Any media that is transported outside the physically secure location at no time be released to an unauthorized person or left without proper documentation. Any physical media that is transported outside the physically secure location will be kept in a sealed envelope with evidence tape to ensure that the chain of custody is kept. All electronic media transported will be encrypted using an application that is FIPS 140-2 certified and employ at least 128 bit encryption. When the media is released to another user, the user will document the transaction in a secondary dissemination log for validation purposes. 
ELECTRONIC MEDIA SANITIZATION AND DISPOSAL
Electronic media that has reached the end of its lifecycle must be sanitized and disposed of to ensure that criminal justice information is not viewed or accessed by unauthorized individuals. Electronic media is defined as any electronic storage device that is designed to store data in a digital format.  This includes, but not limited to: memory device in laptops, computers, and mobile devices; and any removable, transportable electronic media, such as magnetic tape or disk, optical disk, flash drives, external hard drives, or digital memory card.

All electronic media no longer in use will be sanitized prior to disposal or release for use to unauthorized individuals. The device will be overwritten list the number of times overwritten (i.e. at least three times) by using Name of Software. The sanitization of the hard drive is not complete until the third wipe passes and a verification pass is complete. Once overwritten, the device shall be stored behind a locked door until disposed of by list process after sanitization (i.e. in the city’s incinerator, picked up by Name of Vendor for recycling). Electronic media unable to be sanitized or inoperable will be destroyed by list method (i.e cut up, shredded, drilled, smashing, etc.). All forms of destruction of electronic media will be witnessed or carried out by authorized agency personnel.
DISPOSAL OF PHYSICAL MEDIA
Disposal and destruction of physical media will minimize the risk of sensitive information compromise by unauthorized individuals. Physical media refers to media in printed form. This includes, but limited to: printed documents, printed imagery, and printed faxes. 

When no longer needed, all physical media will be disposed of by list form of destruction (shredding, burning, third party company destruction, etc.) If the agency utilizes a third party company, explain the process: how is it collected, how is it stored, how is it picked up, is it destroyed onsite, does agency personnel witness the destruction?
All forms of destruction of physical media will be witnessed or carried out by authorized agency personnel.
PHYSICAL PROTECTION
The purpose of this policy is to provide guidance for all agency personnel, support personnel and private contractors and vendors for the physical, logical and electronic protection of criminal justice information. 

EDIT THIS SECTION FOR HOW YOUR AGENCY PROTECTS THE SYSTEMS AND BUILDING Only authorized personnel have access to the building where criminal justice information systems and components are located. The building is equipped with badge swipe access for Agency personnel. 
Visitors must sign in at the front desk and produce identification. The Agency does not allow unescorted access by any non-agency member. When escorted into the building, visitors will wear a visitors badge and be accompanied by an authorized Agency member. 

All computer screens will be turned away from public view. 

All physical media containing CJI will be locked in filing cabinet in a locked office. Only authorized personnel will have a key to the cabinet. 

All computer components will be locked in the secure server room. Only IT will access to the server room. All vendors and contractors will undergo fingerprint based records checks under the Agency ORI and will complete appropriate security awareness training. 

Any transportation of CJI will be done so securely. Only authorized personnel can transport CJI. It will physically be with the personnel or, if electronic, will be done so encrypted meeting the FIPS 140-2 standard. 

All Agency computers will be equipped with boundary protection tools and spam and spy ware to avoid any intrusion attacks. 
ENCRYPTION
When CJI is transmitted outside the physically secure location, the agency will encrypt all data with at least 128-bit encryption. The encryption mechanism shall meet FIPS 140-2 requirements and certificate shall be kept on file at all times. 

Below are sample statements. Please determine if the agency is or is not utilizing PKI. Delete those statements that don’t apply.
At the moment the agency does not utilize Public Key Infrastructure (PKI).
The agency utilizes Name of Product for Public Key Infrastructure (PKI). (Note: The below statement is an example of the issuance of PKI. If your agency issues the certificate differently please notate). The Root Certification Authority (CA), is the root instance of the PKI trust chain. This will be installed on a non-domain joined virtual machine running Windows Server 2016. The virtual machine will be running in a non-domain joined Windows 10 laptop. Once Installed and configured the laptop will be turned off and securely stored. The Subordinate Issuing CA will be a single clustered instance, domain joined and Enterprise integrated, this subordinate CA will issue all required certificates, as well as host a web server for the Certificate Revocation List (CRL) endpoints.

VOICE OVER INTERNET PROTOCOL
(A) If using VoIP within a network containing unencrypted CJI Voice over Internet Protocol (VoIP) is the routing of voice conversations over a packet switched network as opposed to the traditional circuit-switched telephone network. Voice and data convergence introduces many security issues that must be addressed prior to deployment and use of VoIP technology. The purpose of this policy is to define standards and procedures for the implementation of VoIP telephone systems as well as lay out restrictions in regards to criminal justice information.

Voice over Internet Protocol (VoIP) – A set of software, hardware, and standards designed to make it possible to transmit voice over packet switched networks, either an internal Local Area Network, or across the Internet.

Internet Protocol (IP) - A protocol used for communicating data across a packet-switched internetwork using the Internet Protocol Suite, also referred to as TCP/IP. IP is the primary protocol in the Internet Layer of the Internet Protocol Suite and has the task of delivering distinguished protocol datagrams (packets) from the source host to the destination host solely based on their addresses.

To ensure the secure environment of the VoIP system, the Agency will enable the underlying data network is configured to host efficient bandwidth and reliability. The VoIP server will be dedicated only for applications required for VoIP operations.

IT will ensure that software patches for the VoIP system and servers originate from the system manufacturer and are applied in accordance with the manufacturer’s instructions prior to implementing the patches.

Security: 

The Agency will ensure all critical VoIP network and server components are located in the physically secured area and that only authorized personnel have access to them. This will limit physical access to the VoIP network segment.

The Agency will ensure that the default administrative password on the IP phones and VoIP switches are changed prior to implementation.

The Agency will utilize Virtual Local Area Network technology to segment VoIP traffic from the data traffic. The Agency will ensure that the VoIP system is not on the same VLAN as the Agency’s information network.

The Agency will use IPsec for all remote management and auditing access of the VoIP system.

The Agency has enabled a VoIP-ready firewall designed for VoIP protocols to aid in securing the system.

(B) The agency does utilize a Voice over Internet Protocol (VoIP) for the telephone system. It is located on its own network and is encrypted.
The agency will ensure the following usage restrictions for agency personnel (the highlights below are only examples. The agency will need to consider usage restrictions according to the operations of the agency):

1. Do not divulge personal or criminal justice information to people you don’t know. 

2. Be cognition of discussing criminal justice information using your VOIP Phone on Speaker with unauthorized personnel in the room.

3. Do not install or connect devices to your VOIP Phone such as computers, Bluetooth, recording device, etc.

4. Do not use mobile software apps to attach to VOIP System.

5. Turn off all unused features on the VOIP System.

6. VOIP phone should not be used for international use (outside the United States and its’ territories).

7. Do not store or save criminal justice information on VOIP System.

8. If power is lost to the VoIP adapter or if your internet connection is lost due to a power outage, you will be without phone service. Please ensure that your VOIP Phone is connected to the red or orange electrical outlet that provides generated power in case of power outage. 

9. Do not connect fax machine into VOIP System to fax criminal justice information. 

10. Do not connect alarm systems into VoIP System.  Alarm Systems must be connected to copper POTS line.

11. If your VOIP Phone System does not provide a dial tone or is not showing the correct time/date and extension, please alert Information Technology (IT) by email, cellular phone or walk-in visit to complete an incident and or work order. The IT department may determine if it is a malicious code (i.e., worms, viruses, trojans), denial-of-service (DoS), distributed DoS (DDoS), and (though non-malicious) flash crowds event.

Or
(C) Currently, the Agency does not utilize Voice over Internet Protocol for phone services.  
PATCH MANAGEMENT
All workstations, mobile devices and servers owned by the Agency must have up-to-date operating system security patches installed in order to protect the device and network from known vulnerabilities. 

Workstations, desktops and laptops have automatic updates enabled for the operating system patches. Current Agency servers have the minimum baseline requirements that define the default operating system level, service pack, hotfix, and patch level required to ensure the security of the Agency’s data and network.

IT will manage the patching needs for the servers on the network. In addition, they will manage the patching needs for all workstations on the network. IT will routinely assess the compliance of the patching policy and will provide guidance to all personnel of any security and patch management issues. IT also approves monthly and emergency patch deployments if necessary.

IT will monitor and report the outcome of each patching cycle to the Agency LASO. This will enable the LASO to assess the current level of risk. If a patch is causing vulnerability on the network or appliance, IT will roll the patch back in order to lessen the chance of vulnerabilities on the network.

The agency’s IT department shall review all security relevant patches, service packs, and hot fixes from the vendors. Once reviewed, the patches will be fixed promptly.

SECURITY ALERTS AND ADVISORIES
Security alerts and advisories will be subscribed and released by the IT Department to ensure knowledge of newly discovered threats that may affect Agency Information Systems. IT personnel shall evaluate each security alert to determine its urgency and relevance to the agency. If an alert is determined to be critical or pertinent to Agency infrastructure, the appropriate personnel will be notified.
The IT department has signed up for alerts and advisories from the following sites:

www.us-cert.gov/ncas/current-activity
https://tools.cisco.com/security/center/publication
https://technet.microsoft.com/en-us/security
1. The Agency will receive information system security alerts and advisories from the above sites.
2. Once an alert has been received or detected and has been determined to be a credible threat, IT will notify the Agency LASO.

3. IT will take appropriate action depending on the alert. This could include updating security settings and/or issuing information to all relevant Agency personnel with directions to ensure proper handling of the issue.

4. IT will document the details of the alert. The log will remain with IT for a period of four years.
WIRELESS ACCESS RESTRICTIONS
The Agency has implemented a wireless network for ease of daily operations. The use of the wireless network is for Agency information and systems only and should be utilized as such. The purpose of this policy is to provide the requirements for utilizing criminal justice information system(s) with wireless access. 

The Agency utilizes wireless access for the ability access the Agency information system. Agency personnel are only permitted to use the Agency wireless network for agency business. Personnel may only access the network with Agency owned equipment. The IT department will authorize individual users to utilize the network by giving them an agency owned mobile device terminal. The IT department will monitor all connections and audit logs associated with the devices as well as the systems and applications that the device accesses. IT will review these audit logs on a monthly basis or more frequently if there is an increased risk to agency information or systems.

The wireless network is maintained and managed by wireless access points. All access via Wi-Fi must be 802.11, WPA2 and meet the requirements for FIPS 140-2 encryption. The agency’s network that processes unencrypted CJI will be configured to diminish the agency’s vulnerability for attacks. 

Agency personnel are not allowed to access Agency systems on any public wireless network unless an encrypted tunnel is implemented. The access to the information system is only allowed for job-related functions. All personal use is prohibited. Users are not permitted to attempt to add, remove or modify any hardware, software, network devices or other information systems in place within the Agency. 

BLUETOOTH
Bluetooth is an open standard for short-range radio frequency communication and used primarily to establish wireless personal area networks. Bluetooth technology has been integrated into many types of business and consumer devices, including cell phones, laptops, automobiles, medical devices, printers, keyboards, mice, headsets, and biometric capture devices. 

Bluetooth technology, while not as secure as other forms of wireless technology is utilized for operational needs within the Agency. Currently, the Agency utilizes Bluetooth technology with the Rapid ID device. The device relies on Bluetooth due to the ability of the technology to operate in noisy environments by moving from frequency to frequency. By doing this, the device avoids getting interference from other signals as it transmits or receives the identifying information. 

Bluetooth will only be used for official business purposes. The purposes include the agency’s printers and wireless mice. The user must only use Agency owned Bluetooth devices to pair with criminal justice information systems. The Agency maintains these devices and ensures that they meet the minimum requirements of Bluetooth specifications. All other Bluetooth devices are not to be utilized to pair with Agency systems, networks, and hardware. All other Bluetooth devices shall be approved by the agency’s IT department.
(OR) Currently, the Agency does not utilize Bluetooth Technology
PERSONNEL SANCTIONS
All personnel with the Agency’s Name shall adhere to all information security topics outlined in this policy. Failure to do so will require review by the agency head. Once reviewed personnel may receive disciplinary actions, up to and including termination and/or criminal prosecution
Agency’s Name Policy and Procedures for CJIS Compliance








