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Abstract 
 
Ever since the beginning of the digital age, law enforcement agencies have been 
behind the curve when it comes to digital forensic. When personal computers 
started on the scene, law enforcement agencies have always been reactive in 
the approach to solving crime dealing with digital evidence. Each agency has to 
determine how to deal with the recovery of digital evidence and storage. Are they 
going to send out the digital media or process at their forensic lab. Is the 
examiner going to be a civilian or a certified law enforcement person, how much 
money will be submitted into this new unit and what will be the results? Many 
agencies are facing this dilemma. Research has shown that the massive amount 
of information media that is available is too much for just one person. The way a 
unit is established will determine its course and future. This paper will only assist 
in providing insight for that decision.  
 
 
 

Introduction 
 
This research paper is looking into what is needed to start up a computer 
forensic unit for a small to medium law enforcement agency. When this author 
was involved with starting a computer forensic unit, there was little information on 
the cost, whom should be selected to staff the unit and what training would be 
needed to successfully complete a case.  Most articles and research deals with 
what computer forensic, also known as digital forensic, is but never really 
focuses on the necessary elements.  
 
In an article from Craig D. Ball (2006), the author stated that you need “The 
Seven E’s.” Mr. Ball described them as: 

1. Exploration  
2. Education  
3. Experimentation  
4. Experience  
5. Exchange  
6. Equipment  
7. Earning  
These seven elements are related in every article about a computer forensic 
examiner. They may not come right out and state the seven E’s, but they 
suggest the same concept. Whether a department or company chooses to 
use civilian employees compared to certified employees, the same training is 
going to be employed.    
 



In most articles and research that has been reviewed, each refer to a forensic 
team, but do not deal with the issue of whether they should be civilian or 
certified. At the very start of a computer forensic unit, administrators need to 
decide what type of unit they will have: Either proactive units, where computer 
forensic team members will do online investigations, investigate fraud 
complaints dealing with digital media and literally investigate the case from 
start to finish or will the agency just do forensic examinations on computer 
media and transfer the information to a secondary investigator to finish the 
process.  
 
The cost factor of running a computer forensic unit depends on which 
direction the administration wants. The cost of training a person, cost of 
equipment, and finally how long this person will be staying in a forensic unit 
must be considered. These cost factors should be factored into the plan 
before a decision is made. In this economy, where the budget is tight, this 
research will give options on other approaches to whether they should be 
civilian or certified officers. 
 
 

Literature Review 
 
In every article researched, each author has come up with the same information 
on who to look for, education needed and continuing education. Craig Ball, in his 
article “How do I become a Computer Forensic Specialist?” does the best job in 
putting together the necessary steps for an investigator, whether civilian or 
certified. Mr. Ball lays out the “Seven E’s.”   

Exploration: A good forensic examiner is self taught. The examiner 
can build and repair a computer. They investigate other programs 
to see   how they work and experiment with settings to see what the 
outcome will be.   

1. Education: Every forensic examiner is eager to learn from 
others. The examiner is eager to learn from other people 
regarding how they achieved their results. 

2. Experimentation: Even when an examiner learns new 
techniques, he wants to try it himself/herself and try to get the 
same results. The examiner may try to change the technique to 
find out which way is better or what would happen. 

3. Experience: This takes time. After several examinations and 
classes/college courses, the examiner gets to the point that they 
can talk in common terms to get the information to the proper 
people who will understand what is being said. 

4. Exchange: This is where the networking comes into effect. 
Speaking to other examiners about techniques they have 
learned while working different forensic investigation.  With the 



amount of different digital media on the market, one person 
could not remember everything. 

5. Equipment: The equipment used is a costly affair. When 
computer forensic start out in the early 90’s, a hex editor and a 
writer blocker was a cheap fast way to conduct an examination. 
With Hard drives reaching 2 terabytes, more sophisticated 
software must be employed. Some of the forensic software can 
run into the thousands of dollars. Also, the equipment needed to 
copy the media along with storing the information could also run 
into the thousands of dollars 

6. Earning: Whether you are a civilian or certified person, wages 
are important. If someone else offers more money, than the 
chances a trained person will leave and take a better position 
increase. 

Christine Vecchio-Flaim wrote in her article “Developing a Computer Forensics 
Team,” that a team can’t be built overnight. Ms. Vecchio-Flaim stated that it is 
difficult to find skilled forensic specialists because of the training and experience 
needed to become a forensic examiner. Ms. Vecchio-Flaim states the person 
must have education, experience and know their equipment. It takes time and 
practice to achieve this goal. She mainly says the best people to use are IT 
professionals. They understand how an operating system works. 
 

Methods 
 
A questionnaire survey was send by electronic mail to 20 law enforcement 
agencies south of Central Florida. The survey will give two indications The 
second will give a general overall trend of computer forensic examiners 
performing examinations for their agencies.  
 

Results 
 
There was a return of 50 percent of survey questionnaire returned. 
 

1. Does your agency have a Computer Crimes Unit? 

a. Yes      40% 
b. No       60% 

2. Does your agency send out your Forensic digital devices? 
a. Yes      40% 
b. No       60% 

3. How big is your agency? 
a. Less than 100 members           10%  
b. 101 to 300 members                40% 
c. 301 to 600 members 
d. 601 and up members               50% 

4. Does your unit investigate a computer crime from start to closure? 



a. Yes      80% 
b. No       20% 

5. How many sworn officers are conducting forensic examinations? 
a. 0 to 1   70% 
b. 2 to 4   20% 
c. 5 to 6   10% 
d. 7 or more 

6. How many non sworn officers are conducting forensic examinations? 
a. 0 to 1   90% 
b. 2 to 4   10% 
c. 5 to 6    
d. 7 or more 

7. What are the average years of service for your examiners have in your unit? 
a. 0 to 1               40% 
b. 2 to 4               20% 
c. 5 to 6               20% 
d. 7 or more         20% 

8. What type of examinations does your unit perform? (check all that apply) 
a. Computers (Mac or PC)          20% 
b. Cell phones      
c. Storage devices                       20% 
d. All the above                           60% 

9. List any other comments you think would assist in this survey? (example-Our 
forensic examiners are required to be Certified or non certified and attend a 
number of classes.)   

In this open end question, most of the agencies that do conduct computer 
forensic examinations, listed that training and obtaining a certification was 
important to their unit. The agencies that send out their examinations send to 
other agencies that have certified examiners like FDLE, or other larger agencies. 
 

Discussion 
 
 
After reviewing the returned surveys, there is one main topic that each agency 
that does have computer forensic examiners has to be well educated in computer 
forensics. Each agency wants their examiners to be certified by an forensic 
organization like EnCase, and International Association of Computer 
Investigative Specialists. Most agencies have certified law enforcement officers 
currently conducting computer forensic examinations. There was one agency that 
was currently starting a computer forensic unit with one non-certified member. 
There is a problem with this survey that each agency is facing and that it is the 
stereotype that only certified law enforcement officers can conduct a computer 
forensic examination. Currently, major universities are currently adding computer 
forensic courses to their courses. Some have developed a required course study 
that would give a person a degree in Computer Forensic 



Recommendations 
 
Should an agency have a computer forensic unit? According to the survey, an 
agency with less than 300 personal should not have a computer forensic unit. 
The cost of equipment and personal could make the idea of having a computer 
forensic unit a costly budget line on a department’s budget. Devoting the 
necessary man hours and attending the necessary computer forensic courses, 
along with obtaining certification to qualify a person to examine a computer 
correctly would take a person about a year and a major investment in funds. 
 
This question would be better answered by the agency. If the agency is treating 
their computer forensic unit like a crime scene unit, with the examiner just looking 
at acquiring the data and then giving the information to a detective to investigate 
further, then a non-certified member is the best choice. If the agency requires all 
computer related crimes be investigated by a member of a unit, you would have 
to have more than one person. Most likely you would have two to three 
members. Two of the members could be non-certified. They would be the 
members that did the data mining and presented the information to the certified 
member. The certified member would be the person that actually investigates the 
crime itself. This goes back to the same recommendation that started the 
discussion, the computer crime unit, based on economic factors; a civilian could 
perform the necessary investigation and pass the information to a certified 
member who could follow up on the investigation. This certified member could 
also investigate other crimes such as burglaries, thefts, frauds and other 
associated crimes. This would be the most cost effective use of funds for an 
agency.  
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