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INTRODUCTION

Forty percent of all businesses experiencing a disaster will go out of business within five years.  Businesses that survive suffer a severe loss of revenue and reputation.

Our economy continues to be increasingly reliant on electronic information systems – systems that are both interdependent and vulnerable to attack.  Disasters to our infrastructure and information systems threaten our safety and our economy, and our  ability to react to emergencies.

With the tragic events of 9-11, Americans must be acutely aware of the dangers from terrorist attacks.  Also present are attacks from criminals, both the cyber masterminds and the kids with too much time on their hands.  As Floridians, we also have to be ever mindful of hurricane disasters.  In the past thirty-five years, the top three hurricanes alone (Camille, Agnes, and Andrew) have been responsible for more than thirty billion dollars in damage in Florida.  Cyber resources are vulnerable to all these threats.

We cannot prevent a hurricane, and we may not be able to prevent a cyber attack, but we can take steps to protect our systems and our information, and ultimately ourselves.

BACKGROUND

In May of 1998, President Clinton issued Presidential Decision Directive (PDD) 63, Policy on Critical Infrastructure Protection, which defines seven critical infrastructures:

· Electric power

· Telecommunications

· Emergency Services

· Banking and Finance

· Transportation

· Gas and oil

· Government services

Florida adds two more to this list -- two that are essential to citizen welfare:

· Food and water

· Health care

While each of these nine components has unique features and unique vulnerabilities, they all share one thing:  a dependence on electronic information and computers.  Computers have become such an essential and reliable tool for business and communication that we sometimes forget their fallibility.

FLORIDA INFRASTRUCTURE PROTECTION CENTER (FIPC)

PDD 63 initiated the creation of the National Infrastructure Protection Center (NIPC). Located in the FBI building in Washington, D.C., the NIPC brings together representatives from U.S. government agencies, state and local governments, and the private sector in a partnership to protect our nation's critical infrastructures.

Responding to a need identified through our Team Florida 2000 (Y2K) efforts, Florida has created the Florida Infrastructure Protection Center (FIPC).  Charged with anticipating, preventing, reacting to, and recovering from acts of terrorism, sabotage, and cyber crime, as well as natural disasters, FIPC has three components:

· Secure Florida:  Education and Awareness Campaign.

Significant benefits can be reaped by educating the local governments, the business community, and private citizens on the critical need to secure their cyber infrastructure, information, and computer systems.  The heightened awareness leads to a higher level of security for all systems within Florida, resulting in a healthier and more stable economy.

 

The first step in this component is the unique partnership between government and the private sector known as Secure Florida.  It is the mission of Secure Florida to protect the citizens and economy of Florida, by safeguarding information systems, reducing the vulnerability to cyber attacks, and increasing responsiveness to any threat.

Using the resources of Secure Florida, the FIPC coordinates a multi-media education and awareness campaign that includes public service announcements, a public website on cyber security issues, training classes, and technical assistance.

· Central Analysis and Warning Point

The FIPC has established an “eDefense network,” consisting of the State Technology Office, the Florida Division of Emergency Management, the Florida National Guard, and FDLE.  The analysis and warning point monitors and analyzes international news, Department of Defense releases, and cyber alerts from other sources, and disseminates this information as needed throughout Florida.  The FIPC is the interface between NIPC and the Florida citizens, to receive and share information on all levels.

· Computer Incident Response Team (CIRT)

Drawing on well-trained experts in all fields of cyber technology, the CIRT is on call 24-hours-a-day/7-days-a-week to respond to critical cyber incidents in Florida.  The CIRT also provides technical assistance as needed to evaluate criminal cyber threats and communicate technical knowledge to the government and the citizens of Florida.

In addition to the CIRT, state agencies will each have a CSIRT (Computer Incident Response Team): a team of key individuals drawn from the IT and Legal departments, Human Resources, and the Inspector General’s office.  Under the auspices of the FIPC, the CSIRTs will receive thorough training in the proper responses to security incidents, including both mitigation and prevention strategies.

The State Technology Office’s Office of Information Security (OIS) will serve as the coordinating agency to ensure that cyber incidents are immediately assessed for their impact.
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