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VOLUNTARY PRIVATE SECTOR PREPAREDNESS PROGRAM

Purpose

The Department of Homeland Security (DHS) established a voluntary private sector
accreditation and certification preparedness program (PS-Prep). PS-Prep will assess
whether a private sector entity complies with one or more voluntary preparedness
standards adopted by DHS, through a system of accreditation and certification set up by
DHS in close coordination with the private sector. The program is completely voluntary;
no private sector entity will be required by DHS to comply with any standard adopted
under the program. However, DHS encourages all private sector entities to seriously
consider seeking certification on an appropriate standard adopted by DHS, once those
standards become available. We anticipate that initial standards will be adopted
approximately thirty days after the Federal Register notice is published. DHS also
encourages private sector entities to develop preparedness standards that, if appropriate,
may be adopted by DHS and become part of PS-Prep.

The purpose of PS-Prep is to widely encourage private sector preparedness. The program
does so by providing a mechanism for a private sector entity—a company, facility, not-
for-profit corporation, hospital, stadium, university, etc.—to receive a certification from
an accredited third party that it is in compliance with a private sector preparedness
standard adopted by DHS. Once standards are adopted by DHS, and third parties are
accredited by the selected entity to provide certifications on those standards, private
sector entities may arrange with those certifiers to gain certification on a DHS-adopted
standard. DHS is committed to a collaborative process that will fully engage the private
sector through a range of partnerships, public forums, comments and other outreach.

Management and Certification Process

DHS has selected an accreditation body, ANSI-ASQ National Accreditation Board
(ANAB) to develop and oversee the certification process, manage the accreditation, and
accredit qualified third parties to carry out the certification in accordance with the
accepted procedures of the program.



The program is to be almost entirely driven by the private sector. Though DHS will
adopt appropriate private sector standards and manage the accreditation process through
ANAB, the standards that are adopted are the product of private sector work—whether
through voluntary consensus standards organizations, sector coordinating councils, or
other private sector entities or groups. PS-Prep is a tool for both DHS and the private
sector to give greater visibility—through a certification—to a private sector entity’s
compliance with a standard, and to more widely proliferate the use of standards in the
private sector.

Voluntary Preparedness Standards

PS-Prep will consider several types of voluntary private sector preparedness standards.
First, DHS will consider adopting standards that comprehensively deal with preparedness
and that could be applied to the majority of private sector entities. DHS will likely adopt
such standards early, to provide the greatest chance for rapid widespread adoption. Such
standards may contain modifications to take into account particular unique aspects of
various industries or sectors, as well as currently-existing regulatory regimes that apply to
those industries or sectors. Second, and importantly, PS-Prep will also consider more
limited standards, such as those that apply to a particular industry or a subset of an
industry, or those that cover a more circumscribed aspect of preparedness.

The program will consider several types of voluntary preparedness standards, including
consensus standards and standards that are likely to apply to a particular industry, small
business or sector of the economy. DHS is considering several lower-cost options aside
from third-party certification for small businesses. One such option is having the small
business affirm that it has complied with one or more DHS-adopted standards. Another
option is a second-party attestation, which would involve another entity—perhaps one
that uses the small business in its supply chain—affirming that the small business
conforms with one or more DHS-adopted standards.

How to Get Involved

Private sector entities can get involved in the program by submitting comments,
suggesting private sector standards to be adopted by DHS and participating in one of the
public forums on the topic. DHS will hold public meetings in Washington, D.C. to
provide a forum for comments. Details will be posted at
http://www.fema.gov/privatesectorprerparedness.

DHS has posted the Federal Register notice at http://www.regulations.gov. Comments
may be submitted to http://www.regulations.gov or FEMA-POLICY @dhs.gov. (Identify
Docket ID FEMA-2008-0017). For further information please contact Mr. Don Grant,
Incident Management Systems Director, National Preparedness Directorate, FEMA, 500
C Street S.W., Washington, D.C. 20472. Phone: (202) 646-8243 or e-mail:
Donald.Grant@dhs.gov.



http://www.fema.gov/privatesectorprerparedness
http://www.regulations.gov/
mailto:Donald.Grant@dhs.gov

9110-14-P
DEPARTMENT OF HOMELAND SECURITY
Federal Emergency Management Agency
Docket ID FEMA-2008-0017
Voluntary Private Sector Accreditation and Certification Preparedness Program
AGENCY: Federal Emergency Management Agency, DHS.

ACTION: Notice; request for recommendations.

SUMMARY: In the “Implementing the Recommendations of the 9/11 Commission Act
of 2007” (the 9/11 Act), Congress authorized the Department of Homeland Security
(DHS) to establish a voluntary private sector preparedness accreditation and certification
program. This program, now known as “PS-Prep,” will assess whether a private sector
entity complies with one or more voluntary preparedness standards adopted by DHS,
through a system of accreditation and certification set up by DHS in close coordination
with the private sector.

PS-Prep will raise the level of private sector preparedness through a number of
means, including (i) establishing a system for DHS to adopt private sector preparedness
standards; (ii) encouraging creation of those standards; (iii) developing a method for a
private sector entity to obtain a certification of conformity with a particular DHS-adopted
private sector standard, and encouraging such certification; and (iv) making preparedness
standards adopted by DHS more widely available.

This Notice discusses essential elements of the program, describes the

consultation that has taken place and will take place with the private sector, and seeks



additional recommendations in a number of areas, including the private sector
preparedness standards that DHS should adopt, both initially and over time.

DATES: Comment period: Anyone may submit comments on this guidance at any time,

and comments will be considered as they are received. We would appreciate any
recommendations for adoption of currently-existing private sector preparedness standards
by [INSERT DATE 30 DAYS AFTER DATE OF PUBLICATION], though, as made
clear below, we will accept submissions of private sector preparedness standards for
adoption as well as comments on this notice at any time.

Public Meetings: DHS intends to hold two public meetings in Washington, D.C.

to provide a forum for public comment on the subject of private sector preparedness
standards, one in January and another in February, 2009. Meeting details and registration
information will be published in the Federal Register and posted at
http://www.fema.gov/privatesectorpreparedness.

ADDRESSES: You may submit comments, identified by Docket ID FEMA-2008-0017,

by one of the following methods:

Federal eRulemaking Portal: http://www.regulations.gov. Follow the instructions

for submitting comments. (All government requests for comments—even if, as in this
case, they are not for regulatory purposes—are sent to this portal.)

E-mail: FEMA-POLICY@dhs.gov. Include Docket ID FEMA-2008-0017 in the
subject line of the message.

Fax: 866-466-5370

Mail/Hand Delivery/Courier: Office of Chief Counsel, Federal Emergency

Management Agency, 500 C Street, S.W., Room 845, Washington, D.C. 20472,



INSTRUCTIONS: All submissions received must include the agency name and

docket number (if available). Regardless of the method used for submitting comments or
material, all submissions will be posted, without change, to the Federal eRulemaking

Portal at http://www.regulations.gov, and will include any personal information you

p;'ovide. Therefore, submitting this information makes it public. You may wish to read
the Privacy Act notice that is available on the Privacy and Use Notice link on the
Administration Navigation Bar of www.regulations.gov.

DOCKET: For access to the docket to read background documents or comments
received, go to the Federal eRulemaking Portal at http://www.regulations.gov. Submitted
comments may also be inspected at FEMA, Office of Chief Counsel, 500 C Street, SW.,
Room 840, Washington, DC 20472,

FOR FURTHER INFORMATION CONTACT: Mr. Don Grant, Incident Management

Systems Director, National Preparedness Directorate, FEMA, 500 C Street S.W.,
Washington, D.C. 20472. Phone: (202) 646-8243 or e-mail: Donald.Grant@dhs.gov.
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A. Preparedness in the Wake of 9/11

Private-sector preparedness is not a luxury; it is a cost of
doing business in the post-9/11 world. It is ignored at a
tremendous potential cost in lives, money, and national
security.

This conclusion was reached by the National Commission on Terrorist Attacks
Upon the United States—the 9/11 Commission—in making a specific finding about
private sector preparedness. During the course of its inquiry, the Commission found that
the private sector was not prepared for the aftermath of the 9/11 attacks, and that, despite
9/11, the private sector remained largely unprepared at the time of its final report. THE
9/11 COMMISSION REPORT: FINAL REPORT OF THE NATIONAL COMMISSION ON TERRORIST
ATTACKS UPON THE UNITED STATES at 398 (2004) (9/11 ComMMISSION REPORT). The 9/11
Commission’s central recommendation in this area was that the Department of Homeland
Security (DHS) promote private sector preparedness standards that establish a common
set of criteria and terminology for preparcdness, disaster management, emergency
management, and business continuity programs.! This recommendation was the genesis
of the Voluntary Private Sector Preparedness Accreditation and Certification (PS-Prep)
program.

It is well known that approximately 85% of that infrastructure which we consider
to be “critical” is owned and operated by the private sector. Critical infrastructure and
key resources, or CIKR, comprises systems and assets, whether physical or virtual, so

vital to the United States that their incapacitation or destruction would have a debilitating

! The Commission specifically advocated that DHS promote a specific standard: the
American National Standards Institute’s (ANSI) standard for private preparedness. That
standard is discussed below. The Commission also recommendcd that conformity with
that standard define the standard of care owed by a company and its employees for legal
purposes, and that insurance and credit-rating services look closely at a company’s
conformity with the ANSI standard in assessing its insurability and creditworthiness.



impact on national security, national economic security, public health or safety, or any
combination of those matters. Terrorist attacks on our CIKR as well as other manmade
or natural disasters could significantly disrupt the functioning of government and
business alike, and produce cascading effects far beyond the affected CIKR and physical
location of the incident.

Since one of DHS’s core functions is encouraging preparedness and protection of
critical infrastructure, Congress gave DHS a range of specialized tools to carry out its
private sector mission. Two of the most prominent of these tools are authorized in the
Homeland Security Act: the Supporting Anti-terrorism by Fostering Effective
Technologies Act of 2002 (the SAFETY Act),” implemented through the department’s
SAFETY Act program (6 CFR Part 25), and the Critical Infrastructure Information Act of
2002, implemented through the department’s Protected Critical Infrastructurc
Information, or PCII, program (6 CFR Part 29). The SAFETY Act authorizes certain
liability mitigation measures for providers of qualified anti-terrorism technologies, if
those technologies are alleged to have failed in the course of a terrorist attack. The PCII
program allows entities to create assessments of the security of their critical infrastructure
and share such assessments with DHS without the risk that such information, once
shared, can be used against it in court or be publicly disclosecd.

In the 9/11 Act, Congress authorized another tool for DHS to work with the
private sector—PS-Prep—through which private sector entities can obtain certification of
conformity with one or more voluntary preparedness standards adopted by DHS. Each of

these programs has a common thread: that it is not DHS that will regulate preparedness or

2 Subtitle G of Title V1II of the Homeland Security Act of 2002, Public Law 107-296 (Nov. 25, 2002); 6
U.S.C. 441-444.














































































